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[bookmark: _Toc227778890]1. Overview
NuMart GraphQL is a serverless GraphQL API gateway deployed on AWS Lambda. It acts as the unified backend-for-frontend (BFF) layer for e-commerce storefronts (Eddie Bauer US, Eddie Bauer Canada, Eddie Bauer Outlet). Rather than owning business logic directly, it orchestrates calls across a mesh of internal microservices and external SaaS platforms, aggregating and transforming results into a single GraphQL schema for web/mobile clients.
[bookmark: _Toc227778891]Key characteristics
1. Single GraphQL endpoint serving multiple storefronts via channel context
1. Each resolver is an independently deployed Lambda function
1. All credentials resolved at runtime via AWS Secrets Manager / SSM
1. Redis caching layer reduces downstream microservice load
1. All internal service calls go through a shared @eddiebauer/lib-domain request abstraction
[bookmark: _Toc227778892]2. High-Level Architecture
The platform is organized as a thin GraphQL routing layer in front of purpose-built resolver Lambdas. Each resolver calls into a common integration library that mediates traffic to internal microservices and external SaaS vendors.
┌─────────────────────────────────────────────────────────────────┐
│                        Storefront Clients                        │
│              (eddiebauer.com / eddiebaueroutlet.com)             │
└────────────────────────────┬────────────────────────────────────┘
                             │  GraphQL over HTTPS
                             ▼
┌─────────────────────────────────────────────────────────────────┐
│                     API Gateway (AWS)                            │
└────────────────────────────┬────────────────────────────────────┘
                             │
                             ▼
┌─────────────────────────────────────────────────────────────────┐
│              graphql.js  (Main Lambda — Router)                  │
│   Resolves field → invokes child Lambda per resolver function    │
└──────┬──────────────┬─────────────┬──────────────┬─────────────┘
       │              │             │              │
       ▼              ▼             ▼              ▼
  product-get   user-auth     cart-update    order-place
  (Lambda)      (Lambda)      (Lambda)       (Lambda)   ...
       │              │             │              │
       └──────────────┴─────────────┴──────────────┘
                             │
              ┌──────────────▼──────────────┐
              │   @eddiebauer/lib-domain    │
              │   (domainRequest abstraction)│
              └──┬───┬───┬───┬───┬───┬──────┘
                 │   │   │   │   │   │
    ┌────────────┘   │   │   │   │   └──────────────┐
    ▼                ▼   ▼   ▼   ▼                  ▼
 Identity          Item Cart Order Inventory   Payment
 Service           API  API  API  API          Service
                             │
              ┌──────────────┴──────────────┐
              │     External SaaS Layer      │
              │  Braintree · PayPal · Forter │
              │  Bloomreach · PowerReviews   │
              │  SFMC · Facebook · Talon.One │
              └─────────────────────────────┘
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The table below lists the main components and libraries used across the platform.
	Layer
	Technology

	Runtime
	Node.js 16.x (ARM64 / Graviton)

	API Framework
	GraphQL (graphql, graphql-tools)

	Serverless Framework
	Serverless Framework + serverless-webpack

	Bundler
	Webpack (CommonJS, no minification)

	Inter-service HTTP
	@eddiebauer/lib-domain/request

	Internal GraphQL Client
	Apollo Client (apollo-client v2)

	Caching
	Redis (via redis package)

	Auth
	JWT (jsonwebtoken), AWS Cognito

	Logging
	@ydv/logger (structured JSON logs)

	Tracing
	AWS X-Ray SDK (disabled in prod for cost)

	SOAP Clients
	easy-soap-request (SVS, Inventory)




[bookmark: _Toc227778894]4. Microservice Integration Layer
[bookmark: _Toc227778895]4.1 domainRequest Abstraction
All calls to internal microservices are routed through a single abstraction from the @eddiebauer/lib-domain package:
const domainRequest = require('@eddiebauer/lib-domain/request')
 
// Pattern: domainRequest.<service>.<method>(<path>, <options>)
await domainRequest.identity.post('/auth/cognito', { data: { ... } })
await domainRequest.item.get(`item/${productCode}`)
await domainRequest.cart.put(`cart/${cartId}`, { data: { ... } })
await domainRequest.order.post('/order', { data: { ... } })
await domainRequest.inventory.post('/mao/store/get-availability', { data: { ... } })
This abstraction handles:
1. Base URL resolution per service (injected via *_API_ID environment variables)
1. API key injection per service (*_API_KEY environment variables)
1. Site/channel context propagation
1. Consistent error shape across all services
[bookmark: _Toc227778896]4.2 Resolver → Module → Service Call Chain
Every GraphQL field follows the same three-layer pattern:
app/functions/{resolver}.js
  └── createResolver(handler)           ← warmup, caching, error wrapping
        └── app/modules/{domain}/index.js
              └── domainRequest.{service}.{method}(...)
Example — product detail:
app/functions/product-get.js
  └── Item.get(args, siteContext)
        └── domainRequest.item.get(`item/${code}`)
              → Item Microservice (REST)
Example — user login:
app/functions/user-authenticate.js
  └── User.userAuthenticate(args)
        └── domainRequest.identity.post('/auth/cognito', credentials)
              → Identity / Cognito Service (REST)
[bookmark: _Toc227778897]4.3 Resolver Middleware (resolver-fn.js)
Every resolver is wrapped by app/lib/resolver-fn.js, which provides:
	Concern
	Behavior

	Warmup
	Returns immediately on serverless-plugin-warmup pings (no cold-start cost)

	Redis Cache
	Optional per-resolver; cache key = ${channel}:${functionId}:${args}; default TTL = 15 min

	Error Handling
	Catches all errors, logs with context, returns structured error

	Context Injection
	Forwards siteContext (channel, locale, currency) into all downstream calls
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These are REST microservices within the same VPC, accessed exclusively via domainRequest.
	Service Key
	Responsibility
	Auth

	identity
	User authentication, Cognito token management, account CRUD
	API Key

	item
	Product catalog, pricing, images, variants
	API Key

	atomic
	PIM (Product Information Management) — enriched product data
	API Key + JWT

	cart
	Shopping cart, promotions, tax calculation
	API Key

	order
	Order placement, order history, order status
	API Key

	inventory
	Real-time stock levels, store availability
	API Key

	payment
	Braintree wrapper, payment method management
	API Key

	channel
	Storefront configuration, feature flags per brand/region
	API Key

	pim
	Additional product metadata
	API Key

	components
	CMS-driven UI component data
	API Key


[bookmark: _Toc227778899]5.1 Nucleus / Atomic GraphQL Client
The app/lib/apollo-client.js is a dedicated Apollo Client for the Nucleus internal GraphQL service (a separate GraphQL gateway over the PIM):
1. Adds Bearer JWT to every request via apollo-link-context
1. Auto-refreshes expired tokens via apollo-link-error (detects jwt mal error, re-authenticates, retries)
1. Credentials (eddiebauer_atomic_nucleus_uri, eddiebauer_atomic_nucleus_username, eddiebauer_atomic_nucleus_password) fetched from AWS Secrets Manager at cold start
[bookmark: _Toc227778900]5.2 Session Validation (app/lib/session.js)
Authenticated resolvers call validateSession() before processing:
validateSession(token, siteContext)
  └── domainRequest.identity.post('/auth/cognito/refresh', { token })
        → returns refreshed Cognito tokens or throws 401


[bookmark: _Toc227778901]6. External Third-Party Services
[bookmark: _Toc227778902]6.1 Payments
	Service
	Protocol
	Purpose
	Config Source

	Braintree
	REST (via domain/payment)
	Credit card auth, Venmo, void/refund
	Secrets Manager

	PayPal
	REST
	PayPal checkout authorization
	SSM (EDDIEBAUER_GRAPHQL_PAYPAL_*)

	SVS
	SOAP (easy-soap-request)
	Gift card balance, virtual card issuance, pre-auth
	SSM (EDDIEBAUER_GRAPHQL_SVS_URL)

	ADS
	REST
	Eddie Bauer credit card pre-screen & auth
	SSM (EDDIEBAUER_GRAPHQL_ADS_*)

	OMNI / TAVES
	REST
	In-store encrypted payment device integration
	SSM (OMNI_*)

	Custom Payment Service
	REST
	Pre-authorization gateway
	SSM (PAYMENT_SERVICE_URL, PAYMENT_SERVICE_KEY)


[bookmark: _Toc227778903]6.2 Search & Discovery
	Service
	Protocol
	Purpose
	Config Source

	Bloomreach
	REST
	Product search, category browse, faceted filtering
	SSM (reebok_graphql_bloomreach_url, BR_ACCOUNT_ID)

	Attraqt
	REST
	Alternative search engine (US + Canada)
	SSM (EDDIEBAUER_GRAPHQL_ATTARQT_URL)


[bookmark: _Toc227778904]6.3 Reviews & Content
	Service
	Protocol
	Purpose
	Config

	PowerReviews
	REST
	Product reviews and Q&A (read + write)
	Hardcoded base URLs + API key from Secrets Manager

	Cloudinary
	REST
	Review image upload
	Cloud name: powerreviews, unsigned upload


[bookmark: _Toc227778905]6.4 Address & Fraud
	Service
	Protocol
	Purpose
	Config Source

	Experian
	REST
	Address validation & standardization
	SSM (EDDIEBAUER_GRAPHQL_EXPERIAN_ADDRESS_*)

	Forter
	REST
	Post-auth fraud scoring, order status updates
	SSM (reebok_graphql_forter_*) — Basic auth


[bookmark: _Toc227778906]6.5 Promotions & Loyalty
	Service
	Protocol
	Purpose
	Config Source

	Talon.One
	REST
	Dynamic promotional campaigns
	SSM (reebok_graphql_talon_one_*)


[bookmark: _Toc227778907]6.6 Marketing & Email
	Service
	Protocol
	Purpose
	Config Source

	Salesforce Marketing Cloud
	REST (OAuth2)
	Transactional email journeys
	Secrets Manager (reebok_graphql_sfmc_*)

	Facebook Conversions API
	facebook-nodejs-business-sdk
	Server-side event tracking (purchase, add-to-cart)
	Secrets Manager (Pixel ID)


[bookmark: _Toc227778908]6.7 Legacy SOAP Services
	Service
	Protocol
	Purpose
	Endpoint

	Inventory Service
	SOAP
	Real-time inventory lookups
	http://172.31.107.7/EB_eCommerce_Services_InventoryService/InventoryService.asmx

	CNA Customer Lookup
	SOAP
	Legacy customer data resolution
	SSM (EDDIEBAUER_GRAPHQL_CNA_LOOKUP_URL)
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[bookmark: _Toc227778910]7.1 Services Used
	AWS Service
	Usage

	Lambda
	Every resolver is an individual function; main graphql.js routes to child Lambdas

	API Gateway
	HTTPS entry point; proxies all requests to graphql.js

	SQS
	Async order dispatch to MAO (Multi-channel Order Management) — separate queues for US and CA

	SES
	Transactional emails (opt-out confirmations, contact form) via Nodemailer

	Secrets Manager
	Runtime resolution of all third-party API credentials

	SSM Parameter Store
	Service URLs, API keys, feature flags

	X-Ray
	Instrumented but disabled in production (cost optimization)

	VPC
	All Lambdas run in private subnets; internal services reachable within VPC only


[bookmark: _Toc227778911]7.2 VPC & Network
┌──────────────────── AWS VPC (core-vpc) ──────────────────────┐
│                                                               │
│  ┌────────────────── Private Subnets ─────────────────────┐  │
│  │                                                         │  │
│  │   Lambda Functions ──► Internal Microservices          │  │
│  │   (NuMart-GraphQL)     (Identity, Item, Cart, etc.)    │  │
│  │                                                         │  │
│  │   Redis (ElastiCache)  SOAP Services (172.31.x.x)      │  │
│  └─────────────────────────────────────────────────────────┘  │
│                                                               │
└───────────────────────────────────────────────────────────────┘
         │ NAT Gateway
         ▼
   External SaaS APIs
   (Braintree, Bloomreach, PowerReviews, etc.)
[bookmark: _Toc227778912]7.3 Lambda Configuration
	Setting
	Value

	Runtime
	Node.js 16.x

	Architecture
	ARM64 (Graviton2)

	Memory
	3008 MB

	Timeout
	90 seconds

	Warmup
	serverless-plugin-warmup with 25ms wait

	Bundler
	Webpack via serverless-webpack
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The Lambda execution role is granted:
1. lambda:InvokeFunction — resolver-to-resolver invocation
1. secretsmanager:GetSecretValue — credential resolution
1. ssm:GetParameter — config resolution
1. sqs:SendMessage — order dispatch to MAO queues
1. ses:SendEmail, ses:SendRawEmail — transactional email
1. ec2:CreateNetworkInterface / ec2:DescribeNetworkInterfaces / ec2:DeleteNetworkInterface — VPC management
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A complete request lifecycle for an authenticated placeOrder mutation:
1. Client sends GraphQL mutation → API Gateway → graphql.js (Lambda)
2. graphql.js identifies resolver → invokes order-place Lambda
3. resolver-fn.js middleware:
   a. Detects warmup ping → return early (if applicable)
   b. Checks Redis cache → miss (mutations never cached)
   c. Injects siteContext (channel=com, locale=en_US)
4. session.js validates JWT → domainRequest.identity.post('/auth/cognito/refresh')
5. Module: order/index.js
   a. domainRequest.cart.get(cartId)          → Cart Service (validate cart)
   b. domainRequest.payment.post('/braintree/card') → Payment Service → Braintree
   c. domainRequest.order.post('/order')       → Order Service (write order)
   d. domainRequest.inventory.post('/reserve') → Inventory Service
6. Post-order async actions (post-order-action Lambda):
   a. AWS SQS → MAO queue (order sync)
   b. Forter REST API → fraud check
   c. SFMC REST API → confirmation email trigger
   d. Facebook Conversions API → purchase event
7. Response aggregated → returned to client
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Redis is used as a shared cache layer across all Lambda invocations.
	Aspect
	Detail

	Store
	Redis (AWS ElastiCache, REDISDB_URL)

	Default TTL
	15 minutes

	Cache key pattern
	${channel}:${functionId}:${stableStringify(args)}

	Scope
	Per-channel (com, ca, outlet-us, outlet-ca)

	Opt-in
	Each resolver declares a cachePolicy option

	Bypass
	Mutations never cached; authenticated resolvers use short TTLs

	Token cache
	Short-lived JWT tokens cached to avoid repeated Secrets Manager calls


Cached resolvers include: product detail, search results, navigation, CMS components, site configuration.


[bookmark: _Toc227778916]10. Security & Secrets Management
[bookmark: _Toc227778917]10.1 Credentials Hierarchy
AWS Secrets Manager       ← Third-party API keys (Braintree, SFMC, Facebook, SVS, etc.)
AWS SSM Parameter Store   ← Service URLs, internal API keys, feature flags
Environment Variables     ← Non-sensitive config (stage, service name, Redis URL)
No credentials are hardcoded. All sensitive values are fetched at Lambda cold start via getSecretValue() from @eddiebauer/lib-domain/util/get-secret-value.
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	Flow
	Mechanism

	Client → GraphQL
	Bearer JWT (Cognito-issued)

	GraphQL → Internal Services
	Per-service API key (*_API_KEY) in request header

	GraphQL → Nucleus GraphQL
	Bearer JWT (auto-refreshed via Apollo error link)

	GraphQL → PayPal
	OAuth2 token (fetched via token URL, cached in Redis)

	GraphQL → Forter
	HTTP Basic auth

	GraphQL → SFMC
	OAuth2 client credentials




[bookmark: _Toc227778919]11. Deployment & Runtime
[bookmark: _Toc227778920]11.1 Environments
	Environment
	Config File

	Development
	config-dev.yml

	Development (alt)
	config-development.yml

	Develop branch
	config-develop.yml

	Staging
	config-staging.yml

	Common (shared)
	config-common.yml


[bookmark: _Toc227778921]11.2 Function Discovery
Lambda functions are auto-discovered at deploy time. serverless-helpers/find-routes.js scans app/functions/*.js and registers each file as a separate Lambda function. No manual function registration is required.
[bookmark: _Toc227778922]11.3 Bundling
Webpack produces per-function bundles in .webpack/. The following packages are excluded from bundles and provided by the Lambda runtime layer:
1. aws-sdk — provided by Lambda runtime
1. redis — linked as a native dependency
1. phin — excluded for size
Source maps use nosources-source-map to preserve stack traces in CloudWatch without exposing source code.
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	Variable
	Purpose

	ITEM_API_ID / ITEM_API_KEY
	Item microservice endpoint + auth

	ATOMIC_API_ID / ATOMIC_API_KEY
	Atomic/PIM service endpoint + auth

	CHANNEL_API_ID / CHANNEL_API_KEY
	Channel config service

	ORDER_API_ID / ORDER_API_KEY
	Order service

	INVENTORY_API_ID / INVENTORY_API_KEY
	Inventory service

	PIM_API_ID / PIM_API_KEY
	PIM service

	IDENTITY_API_ID / IDENTITY_API_KEY
	Identity/auth service

	CART_API_ID / CART_API_KEY
	Cart service

	PAYMENT_API_ID / COMPONENTS_API_KEY
	Payment + Components service


[bookmark: _Toc227778925]External Service Config
	Variable
	Service

	BR_ACCOUNT_ID, BR_DOMAIN_KEY, BR_REQUEST_ID
	Bloomreach

	PAYMENT_SERVICE_URL, PAYMENT_SERVICE_KEY
	Custom payment gateway

	OMNI_REGISTART_URL, OMNI_TAVES_TOKEN_URL, OMNI_AUTH_TOKEN_URL
	OMNI in-store payments

	EDDIEBAUER_GRAPHQL_SVS_URL
	SVS gift card SOAP

	EDDIEBAUER_GRAPHQL_PAYPAL_BASEURL, EDDIEBAUER_GRAPHQL_PAYPAL_TOKENURL
	PayPal

	EDDIEBAUER_GRAPHQL_EXPERIAN_ADDRESS_VALIDATEURL
	Experian address validation

	reebok_graphql_forter_order_status_url
	Forter fraud

	reebok_graphql_sfmc_token_url, reebok_graphql_sfmc_url
	Salesforce Marketing Cloud

	reebok_graphql_talon_one_campaign_api_url
	Talon.One

	REDISDB_URL
	Redis cache


[bookmark: _Toc227778926]Feature Flags
	Variable
	Purpose

	SQL_INV_FLAG
	Toggle SQL-based inventory lookup

	SQL_INV_TIMEOUT
	Inventory call timeout (default: 2000ms)

	FULL_EVENT_LOG
	Verbose event logging

	WARMUP_WAIT
	Warmup Lambda pause duration (default: 25ms)
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